amigopod Integration Guides — Extreme XOS

Dated Tested: 13 June 2007

AmigoPod Version: Engine—>0.99.35, Radius Services> 0.6.10
Plugins Required: Standard build only

Extreme Hardware X450 (other XOS platforms should be supported)
Extreme S/W Version: EXOS 12.x

Integration: HTTP Captive Portal

Overview:

The Extreme range of Ethernet switches are based on a common operating system known as
ExtremeXOS. ExtremeXOS is a highly resilient, modular operating system that provides continuous
uptime, manageability and operational efficiency, including many advanced port security and NAC
features. The switch used for the integration testing was a Summit X450. The highly flexible Summit
X450e switch provides high-density gigabit plus optional 10 Gigabit Ethernet ports in a compact 1RU
format, supporting a wide range of Layer 2 to Layer 4 functionalities on every port.

Integration:

The key feature of the ExtremeXOS used to integrate with amigopod is its ability to support what
Extreme call their Network Login feature set. Network login controls the admission of user packets into a
network by allowing MAC addresses from users that are properly authenticated. Network login is
controlled on a per port basis. When network login is enabled on a port, that port does not forward any
packets until authentication takes place.

Network login is capable of three types of authentication: web-based, MAC-based, and 802.1x. In
addition, network login has two different modes of operation: Campus mode and ISP mode. The
authentication types and modes of operation can be used in any combination.

When web-based network login is enabled on a switch port, that port is placed into a non-forwarding
state until authentication takes place. To authenticate, a user must open a web browser and provide the
appropriate credentials. These credentials are either approved, in which case the port is placed in
forwarding mode, or not approved, in which case the port remains blocked. You can initiate user logout
by submitting a logout request or closing the logout window.

Currently EXOS only supports the use of the internally hosted authentication page although from version
12.x onwards the look and feel of this page can be heavily customized. Nonetheless, currently this
restriction prevents the use of the amigopod Web Logins feature that allows fully customizable external
authentication pages.
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Step 1:
Starting with the X450 in a default configuration state, create three VLANS to represent the following
roles in the network design:
1. VLAN to connect corporate IT resources including the amigopod server (in example Office)
2. VLAN to connect to the Internet or DMZ segment (in example Guest)
3. VLAN to temporarily place the unauthenticated visitors piror to VLAN move (in example
unsecured)

create vlan "'guest™

configure vlan guest tag 30
create vlan "office"

configure vlan office tag 10
create vlan "unsecured"
configure vlan unsecured tag 20

Step 2:
Now assign switch ports to the Office and Guest VLANSs so the amigopod server and Internet/DMZ
connection can be made:

configure vlan Default delete ports all
configure vlan guest add ports 17-24 untagged
configure vlan office add ports 1-8 untagged

Note: There is no requirement at this point to assign switch ports to the unsecured VLAN as this is done
explicitly during the configuration of the Web Login feature in subsequent steps.

Step 3:
Assign IP Addressing details to each VLAN and ensure that IP Forwarding is enabled for only VLANs
office and guest (not unsecured):

configure vlan office ipaddress 10.0.20.1 255.255.255.0
enable ipforwarding vlan office

configure vlan unsecured ipaddress 192.168.2.1 255.255.255.0
configure vlan guest ipaddress 192.168.1.10 255.255.255.0
enable ipforwarding vlan guest
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Step 4:
Next the unsecured VLAN must be enabled to support Web Login using the following commands:

configure netlogin vlan unsecured
enable netlogin web-based
enable netlogin ports 9-16 web-based

The following commands are defaults for the Web Login feature set — see the EXOS Concepts Guide for
more information on how these parameters can be modified to suit your implementation.

enable netlogin logout-privilege

enable netlogin session-refresh 3

configure netlogin base-url "network-access.com"

configure netlogin redirect-page "http://www.extremenetworks.com"
configure netlogin banner ""

Step 5:

Configure DHCP Service for the unsecured VLAN to allow visitor laptops to automatically receive a
temporary IP Address before being moved to the guest VLAN. The assumption of this example is that
DHCP is being served on the guest VLAN by the Internet gateway or other DHCP server.

configure vlan unsecured dhcp-address-range 192.168.2.50 - 192.168.2.99
configure vlan unsecured dhcp-options default-gateway 192.168.2.1
configure vlan unsecured dhcp-options dns-server 202.12.144_.10

enable dhcp ports 9-16 vlan unsecured

Step 6:

Finally, the AAA RADIUS configuration of the Extreme X450 must be configured to point at the amigopod
server. In the example below the amigopod server is residing on IP Address 10.0.20.51 and the default
authentication and accounting ports are 1812 and 1813 respectively. The following XOS commands
configure the required AAA components to support Web Login functionality.

configure radius netlogin primary server 10.0.20.51 1812 client-ip 10.0.20.1 vr VR-
Default

configure radius netlogin primary shared-secret encrypted ue{ofdqw

configure radius-accounting netlogin primary server 10.0.20.51 1813 client-ip
10.0.20.1 vr VR-Default

configure radius-accounting netlogin primary shared-secret encrypted ue{ofdqw

Note: NAS Shared Secret This will be required at a later step.
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Step 7:

Now that a fixed IP Address has been defined for the Extreme X450 switch, this needs to be defined
within the amigopod configuration. Typically, the amigopod software is installed on an appliance or
server with a fixed IP Address and potentially a locally defined host name. Referring back to your initial
installation of the amigopod solution, open a web browser and enter either the IP Address or host name
defined during the installation. You should be presented with a login screen similar to the one below:

AR login

® Home X .
==Dansk Sf= English  EZ Espafiol

Login Required

The amigopod demao site
requires a username and password,

z ,- If you don't have a login,
v contact amigopod to obtain one.
amigo
* Username; | '
* passward: |

e required field

Enter your username and password. The default amigopod username is admin and the password is
amigopod.
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amigopod

Step 8

Once successfully logged into the AmigoPod administration interface, you will be presented with the
AmigoPod Home Page where the RADIUS Services section can be accessed. Click on RADIUS
Services on the screen shown below:

}"“\ amigopod network management

amigopod
® Home Guest Manager
= Start Here Manage guest user accounts,
= | snguage + Create new guest account
= Manage I-‘!u-_JIr_:% + List guest accounts
= 4dd Mew Plugin
= |lpdate Plugins
= Llser Logins
= Time Zone

= Application Log
B GuestManager

Start Here

RADIUS Services
Manage the local RADIUS server and the
user accounts stored within it,

3§

= Create Account
= Create Multiple
% List Accounts
= Edit Accounts
= Import Accounts
= Fxport Accounts
= Frint T
=

Customization

B SMS Services
= =tart Here
= Sen £
= Configure SMS

@ RADIUS Services
= tart Here
= =erver Control

Database List

[mJ]

MAS List

User Roles

Usage Report

‘Web Logins

¥ Reporting Manager
o =tart Here

@ Logout

3y

‘212 E)

Blueware Engine
Manage this web application,
* Manage plugins

+ Add a new plugin

+ List all login accounts

= Logout
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Step 9
From the Radius Services menu, select Network Access Servers:

Ak . .
AR radius services

amigopod

® Home

Start Here
Language
Manage Plugins W Festart RADIUS Server
Add Mew Plugin
Update Plugins

User Logins RADIUS Server Management

* The local RADIUS server needs to be restarted to cormnplete the changes made,

Time Zone
application Log Use the commands below to manage your netwaork’s RADIUS server,

B GuestManager
Start Hers a’ Server Control
Creats Besgunt Start, stop and restart the local RADIUS server,

=
=3
=
=
=
=
as

u
=
=
= Create Multiple ’
= List Accounts
mp Edit Accounts
=
=
=
-
=
=
@t
=
=
=
=

Server Configuration
Setthe RADIUE server’s port number and other server

Import Accounts con
4Bx48) configurstion options.

Export Accounts
Print Termplates

@ RADIUS Services T
S s Databases
Sarver cortral 4/ Create RADIUS database connections and choose the
Datahas::— List - active database for this RADIUS server,
Cictionary
MAS List Dictionary
User Rales [con | Define RADIUS Vendor IDs, vendor-specific attributes

Web Logins
Usage Report

® Logout

and values for use by the RADIUS server,

Network Access Servers
Manaage the Netwaork Access Servers that will use this
RADIUS server,

User Roles
[Cof | Create and manage the user account types that this
A4Bx48
€
?

sarver will use for RADIUS Authorization,

Usage Report
Generate a usage report surnmarizing the RADIUS
Accounting records,

Web Logins
[C@[7 | Create and manage custorn web login pages far your
A8x48) Metwork Access Servers,

‘@- Back to main
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Step 10
Being a new install, there are currently no NAS entries defined. Click on the Create icon at the top of the

page shown below:

Ay .
AR radius network access servers

amigopod
B Home . . o . .
s Each network access server that will use this RADIUS server for authentication or accounting purposes should be defined here,
Start Here
mp | anguage
m Manage Flugins o Quick Help a Create % Edit
= Add Mew Plugin
mp Lpdate Pl 5 —
- =er | Create Network Access Server
= Tim || |
mp Application Log RS — ) ) . )
® GuestManager : :ndsescrlptwe name for the network access server (MAS). This name is used to identify sach
= Start Her :
mp Crea
s * 1P address: | |
- The IP address or hostname of the network access server,
- OtherNAS v
v
4 * NAS Type: Other NAS
= E s Select the type of NAS,
= Print Templates
i * ghared
® RADIUS Services : | :
i Secretl  The shared secret used by this network access server,
= Start Here
= Sef Cantrol
= Datab
= Dictionary
= NAS List o
= Lser Poles Description:
= Wieb Logins
mp Llsage Report
@ Logout Enter notes or descriptive text here.
a Create NAS Device ] [ Q Feset Farm ]
i required fisld
Name Hostname Type Comments
0 itermns | 10 rows per page bt |

¥ RADIUS Services

@f Back to main
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Step 11

Fill out the details of the Create NAS form based on the IP Addressing details defined for the Extreme
Switch on the office VLAN in Step 3. Leave the default Other NAS entry for the NAS Type and define a
shared secret that was configured in the EXOS AAA configuration in Step 6. Once complete click on the

amigopod Integration Guides — Extreme XOS

Create NAS Device button.

\
2R

@ Home

estManager

=
=
e |
=
B
L
Gu
m
=
=
=
=
=
e
= |
RA
L
=
=3
=

DIUS Services

=~
L
0 y

= MNAS List

radius network access servers

Each netwaork access server that will use this RADIUS server for authentication or accounting purposes should be defined here.

o Quick Help & Create & Edit
Create Network Access Server
[TEW-453APE |
¥ Name: descriptive name for the network access server (MAS). This name is used to identify each
MAS,

[182.168.0.228] |

The IP address or hostnarme of the network access server,

* MAS Type: Other NAS v

Select the type of NAS,

1P Address:

* Shared |‘“°“°““‘°“°“°“°“‘
Secret:

The shared secret used by this network access server.

Trendnet TEW-4534FE

Description:

Enter notes or descriptive text here.

@ Create NAS Device J [ (:; Reset Form J

% required field

Mame Hostname Type Comments

0 items

| 10 rowes per page V|

¥ RADIUS Services

-@ Back to main
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Once the NAS has been created, the RADIUS Server needs to be restarted for the changes to take

affect. This can be seen from the warning message shown at the top of the screen and the button below

should be clicked to initiate a restart of the RADIUS services.

amigo

Home

! GuestManager

@ RADIUS Services
= NAS List

| Logout

radius network access servers

=+ The local RADIUS server needs to be restarted to complete the changes made.

W Restart RADIUS Server

Each network access server that will use this RADIUS server for authentication or accounting purposes should be defined here.

0. Quick Help _}J Create ¢ Edit
Name Hostname Type Comments
TEW-453APB 192.168.0.228 other Trendnet TEW-4534PB
1 item | 10 rows per page V_g

¥ RADIUS Services

‘,"?g, Back to main

Once the RADIUS services have restarted the next step is to create the RADIUS Vendor Specific
Attributes (VSA) required to implement the VLAN Move on positive authentication. These are defined
through the amigopod RADIUS Services - User Roles and Dictionary Menu Options. Click on User
Roles from the RADIUS Services Menu.
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Step 13

Being a new install, there are currently no Extreme Specific User Roles defined. A User Role is a
collection or RADIUS standard or Vendor Specific attributes that defined the way a RADIUS NAS should
respond to a positive authentication. In the case of Extreme XOS, the following VSA are defined and
available for use in this style of configuration. For more information on these attributes please refer to the
Extreme XOS Concepts Guide:

Vendor

VSA Type Type Sent-in Description

Extreme: Netlogin- 211 string Access-Accept | MName or ID of the destination VLAN after
Extended-VLAN successful authentication (must already exist on
switch).

MNOTE: When using this attribute, specify
whether the port should be moved tagged or
untagged to the VLAN. Please see the guidelines
listed on page 490 for more information.

Extreme: Netlogin- 203 String Access-Accept | Mame of destination VLAN after successful
VLAN-Name authentication (must already exist on switch).
Extreme: Netlogin- 209 Integer | Access-Accept | ID of destination VLAN after successful
VLAN-ID authentication (must already exist on switch).

Extreme: Netlogin-URLY} 204 string Access-Accept | Destination web page after successful
authentication.

Extreme: Netlogin- 2056 string Access-Accept | Text description of network login URL attribute.
URL-Desc
Extreme: MNetlogin-Only] 206 Integer | Access-Accept | Indication of whether the user can authenticate

using other means, such as telnet, console,
S5H, or Vista. A value of “1" (enabled)
indicates that the user can only authenticate via
network login. A value of “0" (disabled)
indicates that the user can also authenticate via
other methods.

copyright © 2007 amigopod pty Itd.




2

amigopod

amigopod Integration Guides — Extreme XOS

Click on the Create a new role — this role will include the Extreme Vendor Specific Attributes:

©J amigopod :: RADIUS User Roles - Mozilla Firefox
File Edit ‘iew History

-

\
2

@ Home

mp “tart Here

mp Language

= [Manage Plugins

= Add Mew Plugin

mp pdate Plugins

wb ser Logins

= Time Zone

mp Application Log
B GuestManager
Start Here
Create Account
Create Multiple
List Accounts
Edit Accounts
Import Accounts
Export Accounts
Print Templates
Customization
B SMS Services

mp Start Here

s Send SME

= Configure SMS
@ RADIUS Services
Start Here
Server Control
Database List
Dictionary
MAS List
User Roles
Web Logins
@ Reporting Manager

mp Start Here

wb List Reports
® Administrator

mp Start Here

® Logout

22222228,

222222

Tools  Help
/IJ} ||:| http:/f10.0,20,52/radius _roles.php |‘| D] |'| “\.l
|:| Custamize Links |:| Free Haotmail |:| Windows Marketplace |:| Wwindows Media |:| windows <7 Conkact IProvide |:| Arcess Paint |:| Optus Zoo enKoo: Close Browser =

radius user roles

Each user in the RADIUS database has a role. & user role is a group of RADIUS attributes and rules that defing when
those attributes should be applied.

User roles can be used to apply different security policies to different classes of user accounts, For example, guest
users, employees and contracktars might all have differing netwaork security policies, The RADIUS attributes defined by
a user role can then specify what each class of user is authorized to do.

Use this list view to define the user roles for this RADIUS server and to make changes to existing user roles,

.,J';] Create a new role

Attributes

Description

ﬁ Guest

3 contractor

Default role for guest accounts, Reply-Message

Default role for contractors, Reply-Message

2 items 20 rows per page hd

{-‘j Create a new role
‘@f RADIUS Services

;‘ﬁ Back to main

Done
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amigopod

Step 14:
Name the Role for example as Extreme-Guest and give it a brief description and then save the changes.

©J amigopod :: RADIUS User Role Definition - Mozilla Firefox
File Edit View History Bookmarks Tools  Help

<IF_| - - @ ﬁ_I‘ ||:| htbp: 10,0, 20,52 radius _role_edit.php |"| D] |’|G00gle |'L\,l

|:| Custamize Links |:| Free Haotmail |:| Windows Marketplace |:| Wwindows Media |:| windows <7 Conkact IProvide |:| Arcess Paint |:| Optus Zoo enKoo: Close Browser =

N
2'{'\ radius user role definition

amigopod

@ Home

mp “tart Here
mp Language

= Manage Plugins RADIUS Role Editor

w 4dd Mew Flugin _
wmp Update Plugins * Role Mame: |E>dreme s |

w Lser Logins Enter a name for this role,

= Time Zone

mp Application Log
@ GuestManager Description:
Start Here
Create Account Enter cormments or descriptive text about the role.
Create Multiple
List &ccounts 0 Quick Help \ﬁ: Add Attribute

Edit Accounts ;
Aftributes: . e

Import Accounts Attribute Value Condition

Export Accounts

Print Templates

Customization [

B SMS Services

mp Start Here *

s Send SME

= Configure SMS

@ RADIUS Services

Start Here W RADIUS Services
Server Control

Database List
Dictionary
MAS List
User Roles
Web Logins
@ Reporting Manager
mp Start Here
wb List Reports
B Administrator
mp Start Here

® Logout

Use this form to create a new RADIUS User Role.

Guest Role with Extreme USD.|

Modify the list of RADIUS attributes that are attached to this role.

22222228,

E Sawe Changes

required field

88 RoDIUS User Roles

;‘.“R Back to main

222222

Done

copyright © 2007 amigopod pty Itd.




r

3

4

3 ke
N'ﬁh

Eﬁ%

amigopod

amigopod Integration Guides — Extreme XOS

Step 15:
Once the User Role has been created and saved, start adding the Extreme VSA attributes using the Add
Attribute button shown below. For example, this is adding the Extreme Netlogin Vlan VSA 203

3 amigopod :: RADIUS User Role Definition - Mozilla Firefox

File Edit View History Bookmarks Tools  Help
¢| < G @ dIJ_I'. ||:| http:if10.0,20,52/radius_role_edit.php |Y| D] |'|Google |L\l
|:| Customize Links |:| Free Hotmail |:| ‘windows Marketplace |:| wWindows Media |:| Windows 7' Contact IProvide |:| Access Poink |:| Opkus Zoo enkoo: Close Browser »
‘l -
k - & - Ll
AR radius user role definition
amigopod
® Home .
= Start Here Use this form to create a new RADIUS User Role,
mp Language .
= Manage Plugins RADIUS Role Editor
= Add Mew Plugin -
m Update Plugins * Raole Mame: |E:dremE Guest |
= ser Logins Enter a name for this role,
= Time Zone -
= fipplication Log Guest Role with Extreme VWS4
® GuestManager Descriptian:
= Start Here
m Create Account Enter comments or descriptive text about the role,
= Create Multiple )
b List Accounts o Quick Help ”'?3/ Add Attribute 3
mp Edit Accounts
m Irnport Accounts
m Export Accounts RADIUS Attribute Editor
mp Print Templates
= Custornization vendor: | Extrerme v|
® SMS Services Select a vendor,
: gtaré giﬂrg Attribute: | Extreme-MNetlagin-vlan v |
= Cizﬁgure =MS Select & vendor-specific attribute,
@ RADIUS Services Attributes: valug: |guest |
= Start Here Enter a value for this attribute.
= Seryver Control
3 Dfatgbase List EAIWEI 5 vl
: SLCQDL?;:W Condition:  select when this attribute should be returned in a RADIUS Aocess-Aooept
= User Roles packet.
= yiieh Logins
@ Reporting Manager [ \“'_/ Add Aftribute ]
mp Start Here
m List Reports Attribute Yalue Condition =
® Administrator Modify the list of RADIUS attributes that are attached to this role.
mp Ztart Here
® Logout [ E Sawe Changes l
= required field
@84 roD1US User Rales
“
Dane

copyright © 2007 amigopod pty Itd.




Ay
AN

amigopod

Step 16:
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This example is adding the Extreme Netlogin Only VSA 206.

) amigopod :: RADIUS User Role Definition - Mozilla Firefox

Fle Edit Wiew History

Tools  Help

€@

/IJ} ||:| http: /110.0,20.52/radius_role_edit.php

|"| ?‘l |*|Google

|:| Customize Links |:| Free Hotmail |:| wWindows Marketplace |:| windows Media |:| windows 1 Contack IProvide |:| Access Paint |:| Optus Zoo enkoo: Close Browser

m—W

amigopod
# Home Use this f t I RADIUS L Rol
= Start Here se this form to create a new ser Role.
mp Language =
= Manage Plugins RADIUS Role Editor
= Add New Plugin N
= Update Plugins * Role Mame: |E>dreme Guest |
= User Logins Enter a name for this role.,
= Time Zone -
= Application Log Guest Role with Extreme V3h
B GuestManager Description:
= Start Here
m Create Account Enter comments or descriptive text about the role.
= Create Multiple
= List Accounts o Quick Help ;"t‘} Add Attribute
mp Edit Accounts
w Irnport Accounts . =
= Export dccounts RADIUS Attribute Editor
= Print Templates
= Custornization wendar: | Extramne v| A
B 5MS Services Select a vendor. T
mp Start Here i o - v
= Zond SMS Attribute: | Ertreme Nedtlugln O_:Iy - |
= Configurs SMS zelect a vendor-specific attribute.
@ RADIUS Services “
alue: Enabled (1) . .
= Start Here . Select a value for this attribute.
= Server Control Attributes:
mp Database List | Always v|
: ﬁ,lchoL?;:rY Condition:  select when this attribute should be returned in a RADIUS Access-Aocept
= User Roles packet.
= i'eb Logins T S ;
® Reporting Manager [ X (iflanii= J
mp Start Here - =
m List Reports Attribute value Condition
® Administrator < Extreme-Metlogin-Only Enabled Always
= Start Here @ Eut E—
L Extreme-Metlogin-vlan
@ Logout 4 g guest Always |
Madify the list of RADIUS attributes that are attached to this rale.
[ E Sawve Changes
&3 required fisld
84 rRADIUS User Raoles
-
Done

copyright © 2007 amigopod pty Itd.




Ay
AN

amigopod

Step 17:
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This example is adding the Extreme URL Redirect VSA 204.

3 amigopod :: RADIUS User Role Definition - Mozilla Firefox

Flle Edit Wew History Bookmarks

Tools  Help

e->-¢

ﬂ_I‘ ||:| http:/110.0.20.52/radius_role_edit.php

L[> (Gl

|:| Customize Links |:| Free Hotmail |:| Windows Marketplace |:| wWindows Media |:| windows 1 Conkack IProvide |:| Access Point |:| Optus Zoo enkoo; Close Browser

VWW

amigopod
® Home his f |
= Start Here Use this form to create a new RADIUS User Role,
m¢ Language -
= Manage Plugins RADIUS Role Editor
m Add Mew Plugin -
m Update Plugins * Role Mame: |E>'(‘tremE Guest |
= |Jser Logins Enter a name for this role,
= Time Zone -
m Application Log Guest Role with Extreme V34
® GuestManager Description:
= Start Here
m Create Account Enter comments or descriptive text about the role,
= Creste Multiple
= List Accounts o Cuick Help "?’,{ Add Attribute
mp Edit Accounts
= Irport Accounts = =
¢ Export Accounts RADIUS Attribute Editor
mp Print Templates =
= Custornization Wendar: | Extreme | |
@ SMS Services Select a vendor, .
mp Start Here i - in- w
o Sond SMS Artribute: | Ei-dreme Nedtlugln U.;I. . |
= Configure SMS Select a vendor-specific attribute,
@ RADIUS Services isllures |hﬁp;;MWW_amigDde_mm| |
= Start Here ) " Enter a value for this attribute.
= Server Control Attributes:
wmp Diatabase List | Always vl
: SLCEDL?;FY Condition:  Select when this attribute should be returned in a RADIUS Access-fccept
= User Roles packet,
= YWeb Logins S Add Ao
® Reporting Manager I N fribute l
mp Start Here = —
= List Reports Attribute Yalue Condition
@ Administrator "% Extreme-Metlogin-Only Enabled Always
= Start Here % Eut S R——
i Extreme-Metlogin-vlan
® Logout 7 g guest Blways | |
Modify the list of RADIUS attributes that are attached to this role,
[ E Save Changes
. required field
84 raD1US User Rales
-
Done
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Step 18:
Once these basic VSAs have been added, save the changes and the screen will be returned to the User
Roles page where the new role can be viewed:

©) amigopod :: RADIUS User, Roles - Mozilla Firefox
File Edit ‘Wiew History EBookmarks Tools  Help

<,E| - - @ ﬁ_l‘ [ htep:f10.0,20.52 v adius_roles.php |'| W‘ "l u‘l
Ll Customize Links |_| Free Hatmail |_| wWindows Marketplace |_| Windows Media |_| windows 17 Contact IProvide |_| Access Paink |_| Optus Zoo enKoo: Close Browser »

Ay
AR radius user roles

amigopod
® Home ) } ] )
- Each user in the RADIUS database has a role. & user role is a group of RADIUS attributes and rules that define when
ot e those attributes should be applied
T ose attributes should be applied.
= Manage Flugins User roles can be used to apply different security policies to different classes of user accounts, For example, guest
= ndd Mew Plugin . - . : L . "
= Update Plugins users, employees and contractors might all have differing network security policies, The RADIUS attributes defined by

= Liser Logins a user role can then specify what each class of user is authorized to da.

= Time Zone
wp Spplication Log

B GuestManager
Start Here
Create Account
Create Multiple

List Accounts ﬁ Guest Default role for guest accounts, Reply-Message
Edit Accounts
Import Accounts Extreme-Metlogin-Url,

Export Accounts 4 Extreme-Guest Guest Rale with Extreme WS4 Extreme-MNetlogin-Only,
Print Ternplates Extreme-Metlogin-wlan
Custormization

B SMS Services

Use this list view to define the user rales for this RADIUS server and to make changes to existing user roles.,

agal Create anew role

Role Description Attributes

22222222

ﬁ Contractor Default role for contractors., Reply-Message

= Zend SMS 3 items 20 rows per page v

@ RADIUS Services {J Create a new role
mp Ttart Here

= Server Control ¥ RADIUS Services
mp Database List '

= Dictionary ¢ pack to main

m MAS List L3

-

User Roles
= ‘ieb Logins
@ Reporting Manager
mp Siart Here
= List Reports
@ Administrator
mp Start Here
¥ Logout

Done

Now the solution is ready to test — connect a test laptop to any of the port 9 — 16 on the unsecured
VLAN.
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Step 19:

Now that the test laptop is successfully connected to the unsecured VLAN, the only step remaining is to
login as a guest user. To do this a test user must exist in the amigopod database. Returning back to the
amigopod Web interface, select Guest Manager from the left hand menu:

AR guestmanager

Guest Account Management

Use the commands below to manage your network?s guest user accounts.

‘“i” Create New Guest Account
Set up a new account for guest access to your network,

ation Log

@ GuesthManager "
S Lo Hare f Create Multiple Guest Accounts

Create multiple guest accounts, each with a
randomly-assigned username and password,

@=] List Guest Accounts
View a list of all current guest accounts, You can modify
and rermove individual user accounts here.

View a list of all current quest accounts, You can rmodify
and remove one or more user accounts here,

=@ Edit Multiple Guest Accounts
ﬁl

- ‘l Export Guest Accounts
Export a list of all current guest accounts to a file. You
can select the format you want to export to here.

Import Guest Accounts
_‘:J. Import a list of guests from a text file and create a guest
$

account for each entry in the list,

About Guest Network Access

once you have created a guest account, your guest will be able to start using your network immediately,

Your guest should connect to the wireless network named NoWiresallowed. After opening their Web browser, they should log in with
their user name (email address) and password.

More Options
=] Manage print templates
g] List guest accounts on a single page

&* 1anane multinle auest accnonts an A sinnle nane
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Step 18:

Selecting the Create New Guest Account option will present the following form that can be completed
with the details of your test user. Fill out details of the test user including how long the user should have
access to the internet from the Account Expiry drop down box and also the Role that the account should
be assigned to. This role should be selected as Extreme-Guest as per the configuration in steps 14 -18.

©3 amigopod :: Create Guest Account - Mozilla Firefox

Ele Edit View History Bookmarks Tools  Help

= Create Account
= Create Multiple
= List Accounts

m Edit Accounts

= Irnport Accounts
= Export Accounts
mp Print Templates
= Custornization

B SMS Services

mp Start Here
= Send SME
= Configure SMS

B RADIUS Services

= Start Here

= Server Control
mp Database List
= Dictionary

= [AS List

mp ser Roles

= YWeb Logins

® Reporting Manager
m Start Here
= List Reports

* Company Hame:

* Email address;

* account Expiry:

* Account Role:

Wisitor Password:

* Terms of Use;

<E| > = @ /IJ} [ httpefi10.0,20.52create_user.php |v| D‘l |.| H\]
u Customize Links |_| Free Hotmail |_| Windows Marketplace |_| wWindows Media |_| windows 1 Conkack IProvide |_| Access Point IJ Optus Zoo enkoo; Close Browser *»
N\ -

amigopod
® Home ) .

= Start Here MWew guest account being created by admin,

mp Language —

= Manage Plugins MNewr Yisitor Account

m 2dd Mew Plugin :

= lpdate Plugins * Sponsor's Mame: |adm|n |

= Lser Logins Marme of the person sponsoring this guest account.

= Time Zone | " |

icati i uestuser

m Application Log # visitor's Name: g -~
@ GuestManager Mame of the visitor,

= Start Here |E:-:treme |

Corpany name of the visitar,

|test@e>dreme.cum |

The visitor’s email address, This will become their username to log into the networks,

| 1 hour V|
Armount of time before this wisitor account will expire,

Extreme-Guest v

Raole to assign to this visitor account,

90032763

¥ 1 amthe sponsor of this guest account and accept the terms of use

% Create Account

&3 required field

aj', GuestManager services g List guest accounts

;‘,i Back to main

® administrator
mp Ztart Here
® Logout

Done
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Step 19:

After clicking on the Create Account button, the new user account will be written to the amigopod
database and a confirmation screen will be presented with the login credentials. Be sure to either record
the email address and password presented or select the Print Receipt option to print out a copy of the

login credentials (For more information on creating and defining Print Receipt Templates please see the
amigopod User Guide).

©) amigopod :: Finished Creating Guest Account - Mozilla Firefox

File Edit ‘“iew History EBookmarks Tools  Help
</E| - - @ & L] http:ff10.0.20.52{create_user_dane.php |'| 9‘] "| |\l
|} Customize Links [ | Free Hotmail || ‘Windows Marketplace || Windows Media || Windows <7 Contact IProvide | | Access Paint | | Optus Zoo [ enkoo: Close Browser kel
~
p | finished creating guest account
amigo
Home
The guest account was successfully created.
Guest username:  test@extreme.com
Guest password: 90032763
Account expiration:  Friday, 25 May 2007, 05:36 PM
@ GuestManager Account role: Extreme-Guest
e T — Sponsor name:  admin
\é | Open print window using template. . v|
s Send SMS receipt
_.s Create another guest account
SMS Services
ﬂs'_ GuestManager services g.] List guest accounts
) A Back to main
RADIUS Services
Reporting Manager
Administrator
Logout
v
Done
Note: Guest Username This will be required at a later step.
Note: Guest Password This will be required at a later step.
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Step 20:
Returning back to the test laptop now, open up a web browser such as Internet Explorer or Firefox and

assuming a Home Page is configured the browser will automatically attempt to connect to the Internet.
The Extreme Switch will then capture this attempt and redirect the web browser to the internal
authentication Web Login page on the Extreme Switch as shown below:

[- [B]X]

[ {= Click here to Logout - Windows Internet Explorer, EWEWX'

v| | K |-'_i-:--:-gl-ee |}:P '

Click Losout to Glose the Connection m - ﬁ:? Bookmarks + |Eh Popups okay| ":? Check = % Autclink « ";_, Autarill 2 @ Settings~
I'n nl‘ll ﬁ - B @ - Iz'_r_:l'vPage - Lg?'r Toals - 2

Hote : Glosiny this window will los vou out in 15 min.

€ Internet F100% v

Hello "test@extreme.com” !

You are logged into the network
IP Address : 192.168.1.10
Session: 3

connecting...

You will be redirected to "http:/www.amigopod.com" in 20 secs

Dione =1 elnternet H100% v

Y — =

P

p’_'—' Logon Page - Window, .. 1= S Click here to Logouk -, EMN ’(- ‘) -_i i;_:"‘] &3 R] C z‘] 12:34 PM

Enter the Guest Username and Password recorded at the previous step and click on the Login button to
be connected to the Internet. The web browser should now be redirected to the URL defined in step 17 —

in this case www.amigopod.com
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In this example, the URL was defined in the User Role to be configured to go to www.amigopod.com and

therefore after successful authentication the browser will be redirected straight to the amigopod home
page and also a separate pop-up window will be displayed detailing the amount of time still left on the
Test User’s account as shown below:

1 {= Click here to Logout - Windows Internet Explorer E||E|rz|

= - [E]X]

| e’ | [#2]| % |Google |i_“J 4]
Glick Logout to Close the Connection - 'ﬂ? Bookmarks |E|_'l Popups okay ‘;',? Check » % Autolink ';:-_‘ AutaFl 2 @ Settings

Ir.!.llt ﬁ - @ = |:'_;;‘JvPage - Q Toaols - 2

Hote : Closing this window will log you out in 3 min. s

— e isitor management
2 O & o O 0 o o & 0 o O 0 @ O 0 ¢
amigopod rww%wwwwwwwww*wwll
33 home g amigopod demo & contact us

® news what we do ® resources

Launch: amigoped is gearing up amigopod visitor management solutions bridge the gap between
far launch, and the official security and operations. , . = i i
unveiling of our visitor "l i 3 s =

management solutions., Contact amigopod ic designed for...

us to register your interest and

join the amigopod revolution. « Corporations & Enterprises ' Serviced Offices

Wireless Australia Summit: o Airports ' Hotels & Conference o
amigopod would like to extend a Centres - = 0 -
warm welcome to the new amigos : : : " y -Il'm-
T ' Sporting Venues « Libraries & Schools

biggest wirelesz and mobility : : :
e R e R e « Metropalitan Networks & Service v Government & Public

impressive new features are on Providers Services

Hlm imae WA s e bmiam bk mmme

V'Sitl__.';- -

http:/fdemo, amigopod.com/

- E = i =

T;' start = €& 7 ooy B ¢~ amigopad 14 Urified 4., /= Click here ta

If you have experienced any issues setting up this integration with amigopod please step back through
the document and verify the configuration. If the problem has not been resolved, please contact
amigopod on support@amigopod.com with the details of the issue. We value your feedback.

copyright © 2007 amigopod pty Itd.




